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Special Terms and Conditions for the Processing of 
Personal Data in conjunction with Cloud Services

Issued by IT&Telekomföretagen 2017

These Special Terms and Conditions are intended to apply together with the General Terms and 
Conditions for Cloud Services issued by the Swedish IT and Telecom Industries if the supplier 
processes personal data on behalf of the customer in relation to the provision of such a service. 
Any processing of Customer Data that does not include the processing of personal data shall 
only be governed by the General Terms and Conditions for Cloud Services issued by the Swedish 
IT and Telecom Industries.

These Special Terms and Conditions constitute an appendix to the Agreement. These Special 
Terms and Conditions shall have precedence over any conflicting terms in the General Terms 
and Conditions for Cloud Services issued by the Swedish IT and Telecom Industries. The Agre-
ement shall have precedence over any conflicting terms in these Special Terms and Conditions.

The customer is the controller of personal data and the supplier is the processor for the proces-
sing of personal data under these Special Terms and Conditions.

The parties shall ensure, before signing the Agreement which includes these Special Terms and 
Conditions, that the Appendix ‘Specification of the Processing of Personal Data’ has been cor-
rectly filled in. The Appendix ‘Specification of the Processing of Personal Data’ shall, among 
other things, specify the subject matter of the processing, the duration, nature and purpose of 
the processing, the type of personal data and categories of data subjects.
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1. DEFINITIONS
Applicable Data Protection
Legislation
‘Applicable Data Protection Legislation’
means, unless otherwise agreed separate-
ly, the General Data Protection Regula-
tion, the Data Protection Act in Sweden
and the binding regulations and decisions
issued by the Data Protection Authority
that apply to the processing of personal
data under the Data Processing Agre-
ement.

The Data Processing Agreement
These Special Terms and Conditions and
the Appendix ‘Specification of the Pro-
cessing of Personal Data’ together with
any amendments to these that the parties
have agreed upon in the Agreement.

The General Terms and Conditions
The General Terms and Conditions for

Cloud Services issued by the Swedish IT 
and Telecom Industries that constitute an 
appendix to the Agreement.

Other terms
Terms with initial capital letters in these 
Special Terms and Conditions shall have 
the meaning specified in the General 
Terms and Conditions. Other terms in 
these Special Terms and Conditions shall 
be interpreted in accordance with Appli-
cable Data Protection Legislation.

2. APPLICABILITY
2.1 The Data Processing Agreement becomes

applicable from and including 25 May 
2018, unless otherwise agreed between 
the parties, and thus replaces the General 
Terms and Conditions’ terms regarding 
the processing of personal data (Clause 
14 (Personal Data), and any references to 
and from this clause).

1

POR128350_IToTelekom_SpecialTermsCloudServices_6sid_A4_ALM180.indd   3 2018-02-07   08:10

2018-03-29 - 2019-03-28



© IT&Telekomföretagen inom Almega (Almega AB) 2017. Multiplying of this agreement is prohibited by the Swedish law of copyright (1960:729). The prohibition 
applies to all forms of duplication through for example, copying, printing, duplicating or electronic storage. These general terms and conditions are produced with the 

permission of IT&Telekomföretagen. The permit is valid during the period

2.2 Clause 14 (Personal Data), and any references
to and from this clause, in the General 
Terms and Conditions shall apply between 
the parties up until 25 May 2018, unless 
otherwise agreed.

3. PROCESSING OF PERSONAL DATA
3.1 Instructions
3.1.1 The customer is, in its capacity as controller

of personal data, responsible for personal 
data being processed in accordance with 
Applicable Data Protection Legislation. The 
customer is responsible for the supplier 
not processing any categories of personal 
data other than those specified in the Ap-
pendix ‘Specification of the Processing of 
Personal Data’ and to the extent specified 
therein.

3.1.2 The supplier, and each person authorised
to perform work on its behalf, underta-
kes to only process personal data in accor-
dance with the customer’s documented in-
structions, unless the supplier is obligated 
to process the personal data pursuant to 
Swedish or European legislation. In such 
event, the supplier shall inform the custo-
mer about this obligation before the pro-
cessing begins, to the extent that this is 
permissible under applicable rules. Each 
party shall ensure that the other party is 
entitled to process contact details and any 
other personal data of employees if and to 
the extent that this is necessary to facilitate 
the performance of the Service. 

3.1.3 Without limiting the scope of Sub-clause
3.1.2 above, the supplier may not process 
personal data for its own purposes or any 
purpose other than those stated in the Ag-
reement. The supplier shall be entitled to 
process personal data for the purposes of 
providing, maintaining and delivering sup-
port in relation to the Service. The supp-
lier shall also be entitled to process per-
sonal data for the purposes of developing 
and improving the Service, provided that 
this is expressly indicated by the Appen-
dix ‘Specification of the Processing of Per-
sonal Data’.

3.1.4 The Data Processing Agreement, including
the Appendix ‘Specification of the Pro-
cessing of Personal Data’, constitutes the 
customer’s complete instructions for the 
processing of personal data under the Data 
Processing Agreement, with the exception 
of any written instructions that the custo-

mer is obliged to provide during the term 
of the Agreement in order to comply with 
Applicable Data Protection Legislation. 
Any other amendments shall be agreed se-
parately. Any amendment that constitutes 
an amendment of the Appendix ‘Specifi-
cation of the Processing of Personal Data’ 
shall be documented. The supplier shall be 
entitled to reasonable compensation for 
abiding by the amended written instruc-
tions. If the supplier notifies the customer 
within a reasonable time that the supplier 
cannot fulfil the customer’s amended in-
structions for complying with Applicable 
Data Protection Legislation, the supplier 
shall not be bound by the amended in-
structions and the customer shall be en-
titled to terminate the Agreement for the 
Service affected in writing subject to a 
notice period of at least 30 but no more 
than 60 days. The supplier shall reimbur-
se the customer for any charges paid for 
the period following expiry of the termi-
nation period.

3.2 Security measures
3.2.1 The supplier shall implement the organisat-

ional and technical measures required pur-
suant to Applicable Data Protection Legi-
slation and those stated in the Appendix 
‘Specification of the Processing of Perso-
nal Data’ and also those that may otherwi-
se be stipulated in the Agreement in order 
to protect the personal data processed aga-
inst personal data breaches (‘security me-
asures’).

3.2.2 When performing the Service, the supplier 
shall abide by the security measures spe-
cified in the Appendix ‘Specification of 
the Processing of Personal Data’ and as 
may be stipulated in the Agreement and 
otherwise its internal security regulations. 
After signing of the Agreement, the supp-
lier may amend its internal security regula-
tions in accordance with the terms of the 
Agreement, provided that the amendment 
is compliant with Applicable Data Protec-
tion Legislation.

3.2.3 The customer is responsible for ensuring 
that the security measures agreed in ac-
cordance with Sub-clause 3.2.1 complies 
with the customer’s data security obliga-
tions pursuant to the Applicable Data Pro-
tection Legislation as regards the personal 
data processed. If the customer requests 
an amendment of the security measures, 
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the same provisions as apply for the custo-
mer’s instructions according to Sub-clau-
se 3.1.4 shall apply to such a request. The 
provisions of Sub-clause 3.2.4 shall apply 
if the supplier requests amended security 
measures.

3.2.4 If the supplier discovers that the security 
measures agreed in accordance with Sub-
clause 3.2.1 wholly or in part conflict 
with Applicable Data Protection Legisla-
tion, the supplier shall notify the custo-
mer in writing within a reasonable time 
and await the customer’s written instruc-
tions on appropriate security measures as 
set forth in Sub-clause 3.1.4. In order to 
comply with Applicable Data Protection 
Legislation, the supplier is entitled to im-
plement any reasonable and necessary se-
curity measures at the cost of the customer 
if the customer fails to provide new in-
structions within a reasonable time despite 
being asked to do so.

3.3 Reporting personal data breaches
3.3.1 The supplier shall notify the customer

without undue delay after becoming aware 
of a personal data breach.

3.3.2 Taking into account the nature of the pro-
cessing and the information that the pro-
cessor has available, such a notification 
shall:

a) describe the nature of the personal data
breach and, where possible, the categories
and approximate number of data subjects
concerned and the categories and approx-
imate number of personal data records
concerned,

b) describe the likely consequences of the
personal data breach, and

c) describe the measures taken or proposed
to be taken to address the personal data
breach or mitigate its possible adverse ef-
fects.

3.3.3 Where, and insofar as, it is not possible to
provide the information at the same time, 
the information may be provided in phases 
without further undue delay.

3.3.4 If the customer, in violation of Applicable
Data Protection Legislation, does not 
inform the data subject of a personal data 
breach and the Data Protection Authori-

ty orders the supplier to do so in its stead, 
the customer shall compensate the supp-
lier for the costs incurred by the supplier 
when complying with the Data Protection 
Authority’s decision.

3.4 Sub-processors and transfers 
to third countries

3.4.1 Unless otherwise stated in the Agreement, 
the supplier shall be entitled to engage 
sub-processors within and outside the 
EU/EEA for the processing of perso-
nal data. The supplier shall ensure that 
sub-processors are bound by written agre-
ements that impose the same obligations 
when processing personal data as those 
obligations laid down in the Data Proces-
sing Agreement. Where the sub-proces-
sor fails to fulfil its obligations under such 
a contract, the supplier shall remain fully 
liable to the customer for the performan-
ce of the sub-processor’s obligations. By 
entering into this Data Processing Agre-
ement, the customer accepts that personal 
data may be processed by the sub-proces-
sors, including group companies, speci-
fied in the Appendix ‘Specification of the 
Processing of Personal Data’ and in those 
countries stated in the same Appendix. 
‘Group companies’ shall mean companies 
that at any given time control, are control-
led by or are jointly controlled with the 
supplier.

3.4.2 The supplier shall notify the customer if the
supplier intends to replace or engage a 
new sub-processor. The supplier shall then 
state the sub-processor’s name and details 
of the location of the processing and, at 
the customer’s written request, informa-
tion about the processing activity to be 
undertaken by the sub-processor on behalf 
of the supplier. The customer shall be en-
titled to object to such changes in writing 
within 30 days of the supplier’s notice. 
If the supplier still intends to replace or 
engage a new sub-processor despite the 
customer’s objection, the customer shall 
be entitled to terminate the Agreement 
for the Service affected within 30 days of 
the supplier’s notice of the change. Notice 
of termination shall be given in writing, 
and the notice period shall be at least 30 
days but no more than 60 days. The supp-
lier shall then reimburse the customer for 
any charges paid for the period after the 
expiry of the notice period. If the custo-
mer has a justifiable reason for its objec-
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tion, the supplier may not, for the Service 
affected, engage the new sub-processor for 
the processing of the customer’s personal 
data during the customer’s notice period. 
If the customer does not have a justifiab-
le reason for its objection, the customer’s 
notice shall be regarded as a premature 
notice of termination without cause, whe-
reby the customer shall pay the compen-
sation stated in the Agreement for such 
termination and otherwise an amount 
corresponding to 25% of the remaining 
monthly charges for the Service from the 
expiry of the notice period. A ‘justifiab-
le reason’ shall in this Sub-clause mean 
circumstances on the part of the sub-supp-
lier that significantly affect, or are likely to 
affect, the protection of the data subject’s 
personal data, e.g. where the new sub-pro-
cessor does not satisfy the requirements 
on processors in Applicable Data Protec-
tion Legislation.

3.4.3 The supplier shall ensure a legal ground for
transfers of personal data to, or access 
from, a location outside the EU/EEA, 
for example by using the European Com-
mission’s standard contractual clauses for 
transfer of personal data to a third country 
or any provisions succeeding these. The 
supplier shall be entitled to enter into such 
standard contractual clauses with sub-pro-
cessors on behalf of the controller.

3.5 Obligation to assist the customer
3.5.1 The supplier shall, in addition to the pro-

visions of Sub-clause 3.2 (Security mea-
sures), implement appropriate technical 
and organisational measures in order to, at 
the customer’s written request, assist the 
customer in fulfilling the customer’s obli-
gation to respond to the requests for exer-
cising the data subject’s rights laid down 
in Chapter III of the General Data Pro-
tection Regulation, such as transparency 
and modalities, information and access to 
personal data, rectification and erasure and 
the right to object and automated indivi-
dual decision-making. The supplier shall 
only be required to perform its obligations 
as set forth in this Sub-clause insofar as it 
is possible and to the extent the nature of 
the processing requires it.

3.5.2 Taking into account the nature of proces-
sing and the information available to the 
supplier, the supplier shall also be obliged 
at the written request of the customer to 

assist the customer in ensuring complian-
ce with the customer’s obligations in re-
spect of security for processing, personal 
data breaches, data protection impact as-
sessments and prior consultation in accor-
dance with Applicable Data Protection Le-
gislation.

3.5.3 Unless otherwise agreed in writing, the
supplier shall be entitled to reasonable 
compensation for the supplier’s assistance 
in accordance with Sub-clause 3.5.

3.6 Disclosure of personal data
3.6.1 The supplier shall not disclose or otherwise 

reveal any personal data covered by the 
Data Processing Agreement to a data sub-
ject or third party, unless otherwise stated 
in the Agreement or required by law or a 
court or official authority’s decision. In the 
event that the supplier must disclose such 
data due to law or a court or official au-
thority’s decision, the supplier shall notify 
the customer of the disclosure, unless this 
is prohibited by applicable law or a court 
or official authority’s decision.

3.6.2 The supplier shall notify the customer with-
out undue delay if a data subject requests 
information relating to the processing of 
its personal data under the Data Proces-
sing Agreement, and also refer the data 
subject to the customer. The supplier shall 
help the customer to respond to such en-
quiry in accordance with Sub-clause 3.5.

3.6.3 Pursuant to Applicable Data Protection 
Legislation, the supplier and its represen-
tatives are obliged to cooperate with the 
Data Protection Authority upon its request 
when the authority excercises its supvervi-
sory powers. The supplier undertakes to 
notify the customer without undue delay 
about any enquiries from the Data Protec-
tion Authority or another supervisory au-
thority that refer specifically to the pro-
cessing of personal data under the Data 
Processing Agreement. The supplier shall 
not be entitled to represent the customer 
or act on the customer’s behalf in case of 
any enquiries. The supplier shall be entitled 
to reasonable compensation for any reque-
sted cooperation that refers specifically to 
the processing of the customer’s personal 
data and that is not a consequence of the 
supplier being in breach of its obligations 
under the Data Processing Agreement re-
garding the processing of personal data.
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4. AUDIT
4.1 The supplier shall make available to the

customer all information necessary to de-
monstrate compliance with the Appli-
cable Data Protection Legislation’s re-
quirements on processors and allow for 
and contribute to audits, including in-
spections, conducted by the customer or 
another auditor mandated by the custo-
mer. In the event that the customer wishes 
to conduct an inspection, the customer 
shall provide the supplier with reasonable 
prior notice and shall at the same time spe-
cify the content and scope of the inspec-
tion. The supplier may charge the custo-
mer for any reasonable costs incurred in 
conjunction with the audit.

4.2 The supplier shall immediately inform the 
customer if the supplier considers that in-
formation, including inspections, in accor-
dance with Sub-clause 4.1, is not required 
or infringes Applicable Data Protection 
Legislation. An inspection may only be 
conducted if an audit cannot according to 
Applicable Data Protection Legislation be 
met by the supplier providing information.

4.3 A precondition for an audit under Sub-
clause 4.1 is that the customer, or audi-
tor mandated by the customer, has entered 
into necessary confidentiality undertakings 
and complies with the supplier’s security 
regulations at the location where the in-
spection is to be performed, including that 
the inspection will be performed without 
any risk of it hindering the supplier’s busi-
ness or the protection of other customers’ 
information. Information collected as part 
of the inspection shall be erased after the 
audit has been completed or when it is no 
longer needed for the purpose of the audit.

5. CONFIDENTIALITY
The supplier’s processing of the custo-
mer’s personal data under the Data Pro-
cessing Agreement is covered by the con-
fidentiality provisions included in the
General Terms and Conditions.

6. REMUNERATION FOR WORK
PERFORMED
In addition to what is otherwise stated in
the Data Processing Agreement, the supp-
lier shall be entitled to reasonable remu-
neration for complying with the custo-
mer’s written instructions, provided that
the action requested is not specified in

the Agreement. If the supplier is entitled 
to remuneration for work performed, the 
price list applicable in the Agreement shall 
apply to such work and, in the absence of 
such, the supplier’s current price list.

7. LIABILITY ACCORDING TO
APPLICABLE DATA PROTECTION
LEGISLATION

7.1 If the supplier becomes the party liable to 
pay damages to the data subject under 
Applicable Data Protection Legislation, 
and the customer was involved in the same 
processing that constitutes the ground 
for the data subject’s claim, the custo-
mer shall reimburse the supplier for such 
part of the compensation that the supplier 
is according to law obliged to pay to the 
data subject that exceeds the compensa-
tion that the supplier is lawfully obligated 
to pay to the data subject if the supplier 
has not complied with the General Data 
Protection Regulation’s obligations speci-
fically directed to the supplier as processor 
or where the supplier has acted outside or 
contrary to the lawful instructions issued 
by the customer in its capacity as control-
ler. The customer shall also  reimburse the 
supplier’s reasonable and proportional (in 
relation to the customer’s responsibili-
ty) costs, including compensation for liti-
gation costs that the supplier has become 
obliged to pay to the data subject, for de-
fending itself against such claims.

7.2 If the customer becomes the party liable 
to pay damages to the data subject under 
Applicable Data Protection Legislation, 
and the supplier was involved in the same 
processing that constitutes the ground for 
the data subject’s claim, the supplier shall 
reimburse the customer for such part of the 
compensation that the customer is accor-
ding to law obliged to pay to the data sub-
ject that corresponds to the compensation 
the supplier is lawfully obligated to pay if 
the supplier has not complied with the Ge-
neral Data Protection Regulation’s obliga-
tions specifically directed to the supplier as 
processor or where the supplier has acted 
outside or contrary to the lawful instruc-
tions issued by the customer in its capa-
city as controller and the supplier cannot 
prove that the supplier is not responsible 
in any way for the event giving rise to the 
damage. The supplier shall also reimbur-
se the customer for its reasonable and pro-
portional (in relation to the supplier’s 
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responsibility) costs, including compen-
sation for litigation costs that the custo-
mer has become liable to pay to the data 
subject, for defending itself against such 
claims. The supplier’s overall responsibili-
ty under the Data Processing Agreement 
in accordance with Sub-clause 7.2 is limi-
ted to an amount corresponding to 150% 
of the first 12 months’ fees for the Servi-
ce affected, except in the case of intent or 
gross negligence.

7.3 A Party’s obligation to reimburse the 
other party under this Clause 7 shall sur-
vive the termination and expiration of the 
Agreement.

7.4 A party receiving a claim from a data sub-
ject shall within a reasonable time notify 
the other party in writing about such a 
claim when the party deems it likely that 
a claim against the other party as set forth 
in Sub-clauses 7.1 and 7.2 may be pur-
sued, allow the other party to review the 
data subject’s and the party’s documen-
tation in such proceedings and to provi-
de its comments. No later than within six 
months from when the party became liable 
to pay damages to the data subject shall 
the party make a claim for reimbursement 
as set forth in Clause 7.

7.5 A party’s liability for other types of dam-
ages than what is expressly governed by 
this Clause 7 shall be exclusively governed 
by the General Terms and Conditions.

8. TERM OF AGREEMENT AND
MEASURES UPON TERMINATION OF
THE AGREEMENT

8.1 The Data Processing Agreement is valid
for as long as the supplier is processing 
personal data on behalf of the customer.

8.2 Upon the termination of the Agreement, 
the supplier shall, at the customer’s re-
quest that shall be made no later than 60 
days after the termination of the Agre-
ement, unless the parties have agreed upon 
another time limit, and at the option of the 
customer delete or promptly return all per-
sonal data to the customer or to the party 
nominated by the customer, and the per-
sonal data available electronically shall, if 
the customer so requests, be submitted 
in electronic form in accordance with the 
customer’s instructions, provided this is 
reasonable. 

The supplier may delete existing copies 
following expiry of the above-mentioned 
period, unless Swedish or European le-
gislation requires otherwise. After trans-
ferring the customer’s personal data, or if 
no such transfer has been requested by the 
customer after the expiration of the period 
mentioned in the preceding paragraph, the 
supplier shall delete the customer’s per-
sonal data within a reasonable time, but 
no later than within six months from the 
termination of the Agreement. After the 
termination of the Agreement the supp-
lier must not process personal data for 
other purposes than to delete or protect 
the customer’s personal data from perso-
nal data breaches, unless Swedish or Eu-
ropean legislation requires otherwise. 
The supplier shall be entitled to reasona-
ble compensation for any work as set forth 
in this Sub-clause 8.2 in accordance with 
the supplier’s current price list. The supp-
lier shall, upon request, provide written in-
formation about what measures have been 
taken in conjunction with the termination 
of the Agreement or, alternatively, confirm 
that the supplier has taken the measures re-
quired to comply with this Sub-clause 8.2.
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